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Joint Trajectories and Power Allocation Design for Dual
UAV-Enabled Secrecy SWIPT Networks
Feng Zhou1, 3, * , Rugang Wang1, 2 , and Jinhong Bian1, 3

Abstract—In this paper, a dual unmanned aerial vehicle (UAV)-enabled secure communication
system with simultaneous wireless and information and power transfer (SWIPT) has been investigated.
Speciﬁcally, assuming that the energy receivers (ERs) may be potential eavesdroppers (Eves), we aim
to maximize the minimum secrecy rate among multiply legitimate receivers (LRs) within each period
by jointly adjusting the UAVs’ trajectories and power control (PC). Since the resulting optimization
problem is very diﬃcult to solve due to highly non-convex objective and constraints, we equivalently
transform it into a more tractable problem via successive convex approximation (SCA) and constrained
concave-convex procedure (CCCP), then propose an iterative method. The simulation results show
that the proposed joint optimization algorithm achieves signiﬁcantly better performance than the
conventional algorithms.

1. INTRODUCTION
Over the past decades, the unmanned aerial vehicle (UAV)-aided wireless communications have attracted
growing interest due to several advantages, such as being ﬂexible on-demand deployment, controllable
mobility, and line-of-sight (LoS) aerial-ground channel [1]. However, due to the openness and broadcast
characteristic of the aerial-ground channel, security is an important issue for UAV communication [2].
The conﬁdential information transmitted by the UAV to the ground station may be eavesdropped by the
eavesdropper (Eve) [3]. Recently, secure UAV communication has aroused great attention, while joint
trajectory and power allocation are widely investigated to improve the security in UAV networks [4].
Speciﬁcally, in [5], the authors investigated the joint trajectory and power allocation in secrecy
UAV networks. In [6], the authors investigated a robust trajectory, and power allocation design with
considering only imperfect Eve’s location information can be obtained. In [7], the authors extended the
previous work to multiple LRs and Eves case. In [8], the authors considered a practical factor that there
exist several no-ﬂy zones (NFZ) in the UAV’s ﬂight area and proposed a low complexity alternating
directional method of multipliers (ADMM) method.
To further improve security, dual-UAV enabled secrecy network, e.g., one UAV transmit information
and one UAV emit jamming signal, has aroused great attention. Speciﬁcally, in [9], the authors proposed
a penalty constrained concave-convex procedure (P-CCCP) technique to jointly design the two UAVs’
power and trajectories. In [10], the authors proposed a block successive upper bound minimization
(BSUM) method to solve a similar problem. Recently, in [11], the authors proposed an alternating
optimization (AO) and successive convex approximation (SCA) method. In [12], the authors proposed
an eﬃcient iterative algorithm by applying the block coordinate descent (BCD) and SCA techniques to
ﬁnd a high quality approximate solution.
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On the other hand, the simultaneous wireless and information and power transfer (SWIPT)
technique [13] is considered as an eﬀective way to improve the energy eﬃciency in UAV networks.
Recently, in [14], the authors investigated the joint trajectory and power allocation in secrecy UAV
networks with SWIPT, where the energy receiver (ER) may be potential Eve. In [15], the authors
investigated the joint trajectory and power control (PC) in power splitting enabled SWIPT networks.
Motivated by these observations, in this paper, the joint trajectories and PC in a dual-UAV enabled
SWIPT network are investigated. Speciﬁcally, by treating ERs as the potential Eves, we aim to maximize
the minimum secrecy rate among multiple LRs via jointly optimizing two UAV’s trajectories and PC.
Such consideration has not been investigated yet. To solve the formulated highly non-convex problem,
we linearize the non-convex objective and constraints via SCA and CCCP. Then, an iterative method
is proposed to solve the reformulated problem. Diﬀerent from the AO method in relevant works, we
do not decompose the original problem into subproblems. Instead, all the variables are optimized and
updated integrally in every step during the iteration. Simulation results have demonstrated that the
proposed algorithm achieves better performance than other algorithms.
The rest of this paper is organized as follows. The system model and problem statement are given
in Section 2. Section 3 investigates the joint trajectories and PC design in dual-UAV enabled secrecy
SWIPT networks. Simulation results are provided in Section 4. Section 5 concludes this paper.
2. SYSTEM MODEL AND PROBLEM STATEMENT
2.1. System Model
Let us consider a dual UAV-enabled SWIPT system, which consists of one communication UAV (UAVC), one jamming UAV (UAV-J), several legitimate receivers (LRs), and several energy receivers (ERs).
The conﬁdential information sent from the UAV-C to the LRs may be eavesdropped by the ERs due
to broadcast characteristics. The UAV-J transmits jamming signal to interfere the ERs, which may
also act as an energy signal for the ERs. Without loss of generality (W.l.o.g), a three-dimensional (3D)
Cartesian coordinate system with the ground is involved. The coordinates of the i-th LR and the k-th
ER are denoted as wLi = [xLi , yLi ]T , wE = [xEk , yEk ]T . The two UAVs are assumed to ﬂy horizontally
at a constant altitude H in m from the predetermined initial location qc0 = [xc0 , yc0 ]T to the ﬁnal
location qcF = [xcF , ycF ]T in a ﬁnite time T . T is divided into N time slots with each slot duration
δT = T /N , which is small enough such that the UAV’s location can be seen as a constant within each
time slot, and the horizontal coordinates of the two UAVs in slot n are denoted as qc [n] = [xc [n], yc [n]]T ,
qj [n] = [xj [n], yj [n]]T , n = 1, · · · , N , respectively [5]. In addition, a practical case that there exist several
no-ﬂy zones (NFZ) in the possible trajectory is considered. The horizontal coordinate center and the
m
m T
2
radius of each NFZ are denoted by qm
N F = [xN F , yN F ] and Dm , respectively [8].
Subject to the maximum speed constraints and the NFZ constraints, the UAV-C’s trajectory should
satisfy [8]
2
,
qc [1] − qc0 2 ≤ Smax
2
,
qc [n + 1] − qc [n]2 ≤ Smax
2

2
,
qcF − qc [N ] ≤ Smax
2
2
qc [n] − qm
N F  ≥ Dm , ∀n, m,

(1a)
n = 1, · · · , N − 1,

(1b)
(1c)

(1d)
where Smax = Vmax δT is the maximum horizontal distance that the UAV-C can travel within one time
slot on the assumption of maximum speed Vmax in meter/second (m/s). Similarly, the UAV-J should
also satisfy the speed constraints and NFZ constraints.
Following the commonly adopted free-space path loss model, the channel power gains from the two
UAVs to the i-th LR and k-th ERs in time slot n are respectively given by [8]
γ0
,
(2a)
ai [n] =
2
H + qc [n] − wLi 2
γ0
,
(2b)
bi [n] =
2
H + qj [n] − wLi 2
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γ0
,
(2c)
+ qc [n] − wEk 2
γ0
,
(2d)
dk [n] =
2
H + qj [n] − wEk 2
where γ0 denotes the channel power gain at the reference distance of 1 m, whose value is dependent on
the antenna gain, carrier frequency, etc.
The transmit powers of the UAV-C and UAV-J in the n-th time slot are denoted by Pc [n] and
Pj [n], respectively, subject to the following constraints [9]
ck [n] =

N


H2

Pc [n] ≤ N P̄c , 0 ≤ Pc [n] ≤ Pcpeak , ∀n,

(3a)

Pj [n] ≤ N P̄j , 0 ≤ Pj [n] ≤ Pjpeak , ∀n,

(3b)

n=1
N

n=1

where P̄c and Pcpeak denote the average power and peak power for the UAV-C, respectively, so the same
to UAV-J.
On the ground, the received signals by the i-th LR and k-th ER are respectively given as follows [9]

Pc [n]ai [n]s + Pj [n]bi [n]z + nLi ,


yEk [n] = Pc [n]ck [n]s + Pj [n]dk [n]z + nEk ,
yLi [n] =



(4a)
(4b)

where s is the  information signal
from
the UAV-C; z is the jamming signal from the UAV-J;


nLi ∼ CN 0, σl2 and nEk ∼ CN 0, σe2 are the noises at the LRs and ERs, respectively.
Similarly with the consideration in [9], we assume that the jamming signal z can be perfectly
removed by the LRs. Thus, the signal-to-interference-noise-ratios (SINRs) for the i-th LR and k-th ER
are respectively given by [9]
Pc [n]ai [n]
, ∀i, n
(5a)
ΓLi [n] =
σl2
Pc [n]ck [n]
, ∀k, n.
(5b)
ΓEk [n] =
Pj [n]dk [n] + σe2
Accordingly, the secrecy rate for the dual-UAV enabled SWIPT network is given as follows [10]
+
N 
1 
(6)
min RLi [n] − max REk [n] ,
Rs =
i∈I
k∈K
N
n=1

where RLi [n] and REk [n] are the information rates for the i-th LR and k-th ER and the n-th slot, which
are respectively given by [10],
Pc [n]ai [n]
,
(7)
RLi [n] = log2 1 +
σl2
and
Pc [n]ck [n]
.
(8)
REk [n] = log2 1 +
Pj [n]dk [n] + σe2
2.2. EH Constrained Secrecy Rate Maximization Design
In this paper, the joint trajectories, transmit power design is investigated. We aim to maximize the
secrecy rate among these LRs, subject to the trajectories and transmit power constraints at the UAVs,
as well as the EH constraints at the ERs. Mathematically, our problem is formulated as
Rs
(9a)
max
PC ,PJ ,qC ,qJ

s.t. (1a) − (1d),

(9b)

76

Zhou, Wang, and Bian

Pc [n]ck [n] + Pj [n]dk [n] ≥ Eth , ∀n, k,
Δ

Δ

Δ

(9c)

Δ

where qC = {qc [n], ∀n}, qJ = {qj [n], ∀n}, PC = {Pc [n], ∀n}, PJ = {Pj [n], ∀n}, Eth is the minimum
EH threshold for the ERs in each slot.
3. A JOINT DESIGN FOR THE SECRECY DUAL-UAV ENABLED SWIPT
NETWORKS
The formulated problem is hard to handle due to multiply coupled variables and non-convex
constraints [16]. In this section, we will propose a jointly trajectories and power design method.
Firstly, via introducing auxiliary variables ϕk and ψk , Eq. (9c) can be reformulated as follows
Pc [n]γ0 Pj [n]γ0
+
≥ Eth ,
(10a)
ϕk [n]
ψk [n]
H 2 + qc [n] − wEk 2 ≤ ϕk [n], ∀n, k,

(10b)

(10c)
H 2 + qj [n] − wEk 2 ≤ ψk [n], ∀n, k.
However, Eq. (10a) is still non-convex. In the following, the ﬁrst-order approximation will be
utilized to handle these constraints. Speciﬁcally, by denoting Pcr [n], Pjr [n], ϕrk [n], and ψkr [n] as the
optimal Pc [n], Pj [n], ϕk [n], and ψk [n] at the r-th iteration, the ﬁrst part of the left hand side of Eq.
(10a) can be approximated as
P r [n] Pc [n] − Pcr [n] Pcr [n] (ϕk [n] − ϕrk [n])
P r [n] + Pc [n] Pcr [n]ϕk [n]
Pc [n]
≥ cr
+
−
− 
= c r
(11)
2 ,
 r 2
r
ϕk [n]
ϕk [n]
ϕk [n]
ϕk [n]
ϕ [n]
ϕr [n]
k

Similarly, we have

Pjr [n] + Pj [n] Pjr [n]ψk [n]
Pj [n]
≥
− 
2 .
ψk [n]
ψkr [n]
ψkr [n]

k

(12)

Thus, Eq. (9c) can be approximated as
Pcr [n] + Pc [n] Pcr [n]ϕk [n] Pjr [n] + Pj [n] Pjr [n]ψk [n]
− 
− 
(13)
2 +
2 ≥ Eth , ∀n, k,
ϕrk [n]
ψkr [n]
ϕrk [n]
ψkr [n]
Then, we will focus on the objective. By invoking some slack variables, the objective can be
rewritten as follows
N

α[n] − β[n]
(14a)
max
n=1

Pc [n]
≥ 2α[n] − 1 σl2 , ∀n, i,
(14b)
+ qc [n] − wLi 2
ϑk [n]
≤ 2β[n] − 1, ∀n, k,
(14c)
ζk [n] + σe2
Pc [n]
≤ ϑk [n], ∀n, k,
(14d)
H 2 + qc [n] − wEk 2
Pj [n]
≥ ζk [n], ∀n, k,
(14e)
H 2 + qj [n] − wEk 2
where α[n], ∀n, β[n], ∀n, ϑk [n], ∀k, n, and ζk [n], ∀k, n are introduced variables.
However, Eq. (14) still has multiply non-convex constraints. Firstly, we focus on Eq. (14b). In fact,
Eq. (14b) can be further rewritten as
Pc [n]
≥ μi [n], ∀i, n,
(15a)
2
H + qc [n] − wLi 2
s.t.

H2

μi [n] ≥ 2α[n] − 1 σl2 , ∀i, n,

(15b)

Progress In Electromagnetics Research M, Vol. 87, 2019

H 2 + qc [n] − wLi 2 ≤ κi [n], ∀i, n
Pc [n] ≥ μi [n]κi [n], ∀i, n.
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(15c)
(15d)

In addition, Eq. (14c) can be rewritten as follows
ϑk [n]
β[n]
2
−1

≤ ζk [n] + σe2 , ∀k, n.

(16)

Next, to turn Eq. (15d) into a solvable reformulation, we introduce the following lemma.
Lemma 1 [17]: Function in the form ξ (x, y) = xy is quasi-concave. For arbitrary μ > 0, let us
deﬁne a function
u
1 2
y ,
ξu (x, y) = x2 +
2
2u
then ξu (x, y) is always an upper estimate of ξ (x, y) for a ﬁxed μ > 0, and it is convex. Furthermore,
ξu (x, y) also satisﬁes
ξu (x, y) = ξ (x, y) , ∇ξu (x, y) = ∇ξ (x, y) ,
when u = y/x.
Via the above lemma and introduce auxiliary variables i [n], ∀i, n, Eq. (15d) can be reformulated
as
1
i [n] 2
μi [n] +
κ2 [n], ∀i, n.
(17)
Pc [n] ≥
2
2 i [n] i
Then we will focus on Eq. (16). Via introducing slack variables ωk [n], ∀k, n, Eq. (16) is equivalently
to the following constraints
(18)
ϑk [n]ωk [n] ≤ ζk [n] + σe2 , ∀k, n,
1
+ 1 ≤ 2β[n] , ∀k, n.
ωk [n]

(19)

Similarly, via Lemma 1 and introduce slack variables χk [n], ∀k, n, Eq. (18) can be further
approximated as
1
χk [n] 2
ϑk [n] +
ω 2 [n] ≤ ζk [n] + σe2 , ∀k, n,
(20)
2
2χk [n] k
while Eq. (19) can be approximated as the following ﬁrst order Taylor expansion
1
r
+ 1 ≤ 2β [n] (β[n] − β r [n] + 1) , ∀k, n.
ωk [n]

(21)

In the following, we will handle Eq. (14d). In fact, Eq. (14d) can be rewritten as the following two
constraints
Pc [n]ςk [n] ≤ H 2 + qc [n] − wEk 2 , ∀k, n,
1
≤ ςk [n] ⇒ 1 ≤ ϑk [n]ςk [n], ∀k, n.
ϑk [n]

(22a)
(22b)

where ςk [n], ∀k, n are introduced slack variables.
The main obstacle lies in Eq. (22a). Via Lemma 1 and following a similar way to that in [5],
Eq. (22a) can be approximated as
1
δk [n] 2
Pc [n] +
ς 2 [n] ≤ H 2 + qrc [n] − wEk 2 + 2qrc [n] − wEk T qc [n] − qrc [n] , ∀k, n,
2
2δk [n] k

(23)

where δk [n], ∀k, n are introduced slack variables.
In addition, the product term ϑk [n]ςk [n] in Eq. (22b) can be recast as the following second-order
cone (SOC) formulation
1
1
ϑk [n]ςk [n] = (ϑk [n] + ςk [n])2 − (ϑk [n] − ςk [n])2 .
4
4

(24)
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Thus, Eq. (22b) can be turned into the following SOC constraint
 2 ϑk [n] − ςk [n]  ≤ ϑk [n] + ςk [n], ∀k, n.

(25)

Next, we will focus on Eq. (14e). Firstly, Eq. (14e) can be recast as
Pj [n]
≥ H 2 + qj [n] − wEk 2 , ∀k, n.
ζk [n]

(26)

Via introducing auxiliary variables πk [n], ∀k, n, Eq. (26) is equivalent to
Pj [n] ≥ πk [n]ζk [n], ∀k, n,

(27a)
2

πk [n] ≥ H 2 + qj [n] − wEk  , ∀k, n,

(27b)

while Eq. (27a) is approximated as
Pj [n] ≥

ιk [n] 2
1
π [n] +
ζ 2 [n], ∀k, n,
2 k
2ιk [n] k

(28)

where ιk [n], ∀k, n are introduced slack variables.
At last, following a similar way to that in [4], the NFZ constraints can be approximated as
2
2
r
m
r
m T
r
2
(29)
qc [n] − qm
N F  ≥ qc [n] − qN F  + 2(qc [n] − qN F ) (qc [n] − qc [n]) ≥ Dm , ∀m, n.

Combining these steps, at given point Pcr [n], Pjr [n], qrc [n], qrj [n] , we obtain the following
equivalent problem

max

N


α[n] − β[n]

(30a)

n=1

s.t. (1a) − (1c), (10b), (10c), (13), (15b), (15c),
(17), (20), (21), (23), (25), (27b), (28), (29),

(30b)
(30c)

which can be eﬃciently solved by the convex programming toolbox CVX [18].
To this end, we have transformed Eq. (9) into a convex approximated problem, which can be solved
in an iterative way.
4. NUMERICAL RESULTS
In this section, we provide some Monte-Carlo (MC) simulations to testify the availability of our proposed
scheme. Unless speciﬁed, the simulation setting is assumed as follows: The maximum ﬂying speed is
Vmax = 30m/s, and the ﬂying altitude is set to H = 100 m. The horizontal coordinates of the UAVs’
initial and ﬁnal locations are set as q0 = [0, 300]T and qF = [0, −300]T , respectively. There are two LRs
and two ERs in the SWIPT system. The LRs are located at [−200, −20]T and [−200, 20]T , respectively.
The ERs are located at [200, −20]T and [200, 20]T , respectively. We set T = 60 s, δT = 0.5 s, γ0 = 60 dB,
Pcpeak = 4P̄c , P̄c = −30 dBw, and Eth = −70 dBw. In addition, we compare our proposed design with
the following methods: 1) the dual UAV’s trajectory and PC method in [9], without considering the EH
constraint; 2) the no jamming UAV case in [14], e.g., there is only the UAV-C; 3) the no PC case, e.g.,
only optimizing the trajectories with ﬁxed transmit power; 4) the proposed design without the NFZ
constraint. These methods are denoted as “the proposed method”, “the no EH case in [9]”, “the no
UAV-J case in [14]”, “the no PC case”, and “the no NFZ case”, respectively.
Firstly, we show the trajectories of the two UAVs for diﬀerent methods in a given scenario in Fig. 1.
The LRs, ERs, and UAVs’ initial and ﬁnal locations are marked with ◦, Δ, ×, and +, respectively. The
trajectories of these methods are shown in diﬀerent colours, while full line and dotted line denote the
UAV-C’s trajectory and UAV-J’s trajectory with a given method, respectively. From this ﬁgure, we
can see that the trajectory of the proposed method stays away from the NFZ. In addition, the optimal
trajectory for UAV-J in fact passes through the NFZ, which shows the eﬀect of the NFZ in the trajectory
design.
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Figure 1. The UAVs’ trajectories for diﬀerent methods.
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Figure 2. The UAVs’ transmit power for diﬀerent methods.
Secondly, we show the relationship between the UAVs’ transmit power and the time slot for these
methods, while full line and dotted line denote the UAV-C’s transmit power and UAV-J’s transmit
power with a given method, respectively. It can be observed from Fig. 2 that the transmit power is
closely correlated with the trajectories of the two UAVs, which implies the necessity of joint trajectory
optimization and power allocation. In addition, the transmit power of the two UAVs tends to increase
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Figure 3. The secrecy rate versus the average transmit power.
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Figure 4. The secrecy rate versus the ER’s EH threshold.
when the UAVs ﬂy close to the target, which coincides with the results in related works such as [11]
and [12].
Thirdly, we show the secrecy rate versus the average power P̄c for these methods. From Fig. 3, we
can see that Rs increases with the increase of P̄c . Our method outperforms the other designs, while the
no NFZ case achieves the best performance, which demonstrates the eﬀect of NFZ on a UAV network.
Lastly, we show the secrecy rate versus EH threshold Eth for these methods. From Fig. 4, we can
see that Rs decreases with the increase of Eth . In addition, when Eth is relatively low, no jamming
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design outperforms no PC design. However, when Eth is relatively high, no PC design outperforms no
jamming design. In addition, the design in [9] suﬀers from performance loss in high Eth region, since [9]
is not involved with energy harvesting.
5. CONCLUSION
In this paper, the joint optimization of trajectories and PC for a dual-UAV enabled secrecy SWIPT
system has been investigated. We formulate the problem to maximize the minimum secrecy rate among
the LRs under trajectory constraints and power constraints. In order to tackle the highly non-convex
problem, we utilize CCCP and SCA to reformulate a solvable convex problem. The simulation results
demonstrate that the proposed algorithm achieves better performance than other designs.
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