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ABSTRACT: Reconfigurable Intelligent Surfaces (RISs) can support physical-layer security in sixth-generation (6G) vehicular networks
by reconfiguring the wireless channel. However, RIS-assisted vehicular links are affected by Doppler-induced channel aging, imperfect
channel state information (CSI), feedback delay, and finite-resolution phase control. This paper develops a bounded-uncertainty Doppler-
Aware Robust Quantized Alternating Optimization (DA-RQ-AO) framework for secure RIS-assisted 6G vehicular communication under
imperfect and delayed CSI. The system includes a multi-antenna transmitter, a legitimate receiver, a passive eavesdropper, and a roadside
RIS. A robustness-aware secrecy-rate surrogate is formulated by jointly optimizing the transmit beamformer and quantized RIS phase
shifts under power, unit-modulus, CSI-uncertainty, and discrete-phase constraints. The non-convex problem is addressed through alter-
nating optimization, where the beamformer is updated using a conservative generalized eigenvector-based solution, and the RIS phase
vector is refined using an explicitly derived chain-rule-based phase-gradient update followed by finite-resolution quantization with an
acceptance safeguard. Numerical results show improved secrecy rate and lower secrecy outage probability than no-RIS, random-RIS,
Q-AO, and robust AO benchmarks. For N = 64, the proposed scheme improves secrecy rate by 118.8% over no-RIS and 73.8% over
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random RIS, while 2-bit RIS control shows only 5.94% loss relative to continuous phase control.

1. INTRODUCTION

ehicle-to-everything (V2X) communication is expected

to become an important application domain of sixth-
generation (6G) wireless networks, supporting connected
and autonomous vehicles, intelligent transportation systems,
cooperative driving, remote control, and safety-critical in-
formation exchange. Compared with conventional vehicular
communication technologies, 6G-enabled V2X networks
are expected to require higher data rates, ultra-reliable, low-
latency communication, massive connectivity, and intelligent
adaptation to highly dynamic traffic environments [1]. These
requirements are difficult to satisfy in practical vehicular
scenarios because wireless links are strongly affected by high
mobility, rapid channel variations, Doppler shifts, blockage,
multipath propagation, and frequent topology changes. In
addition to reliability and latency, security remains a major
concern because the broadcast nature of wireless propagation
exposes vehicular links to eavesdropping.

Traditional cryptographic mechanisms are widely used to se-
cure vehicular networks, but they mainly operate at the upper
protocol layers and may introduce additional computational and
signaling overhead. Future 6G vehicular systems will involve a
large number of latency-sensitive and resource-constrained de-
vices, where lightweight and complementary security mecha-
nisms are required. Physical Layer Security (PLS) has therefore
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attracted attention as a complementary security approach for 6G
networks. PLS exploits the randomness and spatial character-
istics of wireless channels to improve the secrecy performance
against unauthorized receivers without relying solely on com-
putational hardness [2]. However, achieving reliable PLS in ve-
hicular communication is challenging because high-speed mo-
bility leads to time-varying channels, imperfect channel state
information (CSI), and rapid degradation of beam alignment
between legitimate users and eavesdroppers.

Reconfigurable Intelligent Surfaces (RISs), also known as
Intelligent Reflecting Surfaces (IRSs), have emerged as a key
enabling technology for 6G wireless systems. An RIS con-
sists of a large number of nearly passive reflecting elements
whose phase responses can be electronically controlled to re-
configure a wireless propagation environment. By adjusting
the phase shifts of RIS elements, reflected signals can be con-
structively combined at legitimate receivers and weakened to-
ward unauthorized receivers. RIS technology has been widely
studied for improving coverage, spectrum efficiency, energy
efficiency, beamforming gain, and physical layer security in
future wireless networks [3,4]. In vehicular environments,
roadside RIS deployment is attractive because it can help miti-
gate blockage, extend coverage, and improve link reliability for
vehicle-to-everything (V2X) communications [5]. Neverthe-
less, many RIS-assisted vehicular communication studies pri-
marily focus on throughput, coverage, or scheduling, whereas

Published by THE ELECTROMAGNETIC ACADEMY


https://doi.org/10.2528/PIERB26061003

Progress In Electromagnetics Research B, Vol. 118, 42-55, 2026

rPIER B

secrecy-oriented designs under mobility, CSI, and hardware
constraints remain less explored.

RIS-assisted PLS has been investigated in several wireless
scenarios, including multi-user systems, Non-Orthogonal
Multiple Access (NOMA) networks, wireless-powered com-
munication systems, and Multiple-Input Multiple-Output
(MIMO) secure communication models. Existing studies have
shown that joint transmit beamforming and RIS phase-shift op-
timization can improve the secrecy rate and reduce information
leakage toward eavesdroppers [6-9]. Robust beamforming
schemes under imperfect CSI and discrete RIS phase-shift
constraints have also been proposed for secure IRS-aided
communication systems [10]. Recent surveys have further
indicated that channel state information (CSI) acquisition, RIS
hardware impairments, phase quantization, mobility, secrecy
outage probability, and computational complexity are impor-
tant open issues for practical RIS-assisted PLS deployment in
next-generation wireless networks [11-13]. However, these
studies are generally developed for static or quasi-static wire-
less systems and do not fully capture Doppler-induced channel
aging and high-speed mobility in 6G vehicular networks.

RIS-assisted secure vehicular communication has also re-
ceived initial attention. Makarfi et al. investigated physical
layer security in vehicular networks with reconfigurable intel-
ligent surfaces, demonstrating the potential of RIS deployment
for secure vehicular links [14]. A preliminary conference ver-
sion of this work [15] introduced an RIS-assisted PLS frame-
work for 6G vehicular networks, where transmit beamforming
and RIS phase shifts were jointly optimized using an alternat-
ing optimization approach to improve the secrecy rate under
vehicular mobility. However, that work assumed idealized CSI
availability and continuous RIS phase control. Such assump-
tions may not hold in practical 6G vehicular deployments be-
cause the CSI becomes outdated under high-speed mobility;
feedback delay causes channel aging; and real RIS hardware
supports only finite-resolution phase shifts. Therefore, a more
practical secrecy optimization framework is required to jointly
consider Doppler mobility, imperfect CSI, CSI feedback delay,
and quantized RIS phase control.

Motivated by these limitations, this study develops a
bounded-uncertainty Doppler-aware robust quantized Alter-
nating Optimization (DA-RQ-AO) framework for RIS-assisted
physical-layer security in 6G vehicular networks with im-
perfect and delayed CSI. The considered system consists of
a multi-antenna vehicular transmitter, a legitimate vehicular
receiver, a passive eavesdropper, and a roadside RIS. The
objective is to improve the secrecy performance by jointly
optimizing the transmit beamforming vector and RIS phase-
shift configuration under CSI uncertainty, feedback delay,
Doppler-induced channel aging, passive-Eve uncertainty, and
finite-resolution RIS phase quantization. The novelty is not
claimed as a new globally optimal optimization class; rather, it
lies in integrating these practical non-idealities into one repro-
ducible vehicular PLS framework with a conservative secrecy
surrogate, explicit RIS phase-gradient derivation, quantized
update safeguard, and multi-metric reliability evaluation.

The main contributions of this paper are as follows.
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1. A practical RIS-assisted 6G vehicular PLS model is de-
veloped by incorporating Doppler-induced channel aging,
imperfect and delayed CSI, passive-Eve bounded uncer-
tainty, and finite-resolution RIS phase control into the
secrecy-rate optimization framework.

2. A bounded-uncertainty robustness-aware secrecy-rate sur-
rogate is formulated by conservatively lower-bounding
Bob’s Signal-to-Noise Ratio (SNR) and upper-bounding
Eve’s SNR, clarifying the practical robust-design interpre-
tation without claiming a globally solved min-max opti-
mum.

3. A DA-RQ-AO algorithm is developed to jointly update
the transmit beamformer and RIS phases. The beam-
forming step uses a conservative generalized eigenvector-
based update, while the RIS step is supported by an ex-
plicit chain-rule-based phase-gradient derivation, contin-
uous projection, finite-resolution quantization, and an ac-
ceptance safeguard.

4. The impact of RIS element scaling, vehicle speed, CSI er-
ror variance, CSI feedback delay, and 1-bit/2-bit/3-bit RIS
phase resolution is evaluated using average secrecy rate
and secrecy outage probability under a Monte Carlo sim-
ulation protocol.

5. The convergence behavior, computational complexity,
and benchmark scope are discussed to clarify that the
proposed method provides numerical stabilization of
feasible iterates under the adopted surrogate objective,
rather than a guarantee of global optimality for the
original mixed-integer non-convex problem.

The numerical evaluation shows that the proposed DA-RQ-
AO scheme provides higher secrecy performance than the
no-RIS, random-RIS, quantized AO, and non-Doppler-aware
robust AO benchmark schemes under imperfect CSI and
high-mobility conditions. The results also indicate that low-
resolution RIS phase control, particularly 2-bit quantization,
can achieve limited degradation relative to continuous phase
control while reducing the hardware complexity. These
findings suggest that RIS-assisted PLS becomes more practical
for 6G vehicular networks when Doppler mobility, CSI aging,
and RIS quantization are jointly considered.

The remainder of this paper is organized as follows. Sec-
tion 2 reviews the related work and identifies the research gap.
Section 3 presents the system and channel model. Section 4
formulates the secrecy-rate maximization problem under im-
perfect CSI and quantized RIS constraints. Section 5 describes
the proposed DA-RQ-AO algorithm. Section 6 presents the nu-
merical results and performance discussion. Finally, Section 7
concludes the paper and outlines the future research directions.

2. RELATED WORK AND RESEARCH GAP

This section reviews the literature related to RIS-assisted phys-
ical layer security in 6G vehicular networks. The discussion is
organized around 6G-V2X communication, RIS-assisted wire-
less and vehicular communication, RIS-enabled physical layer
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security, imperfect CSI and quantized phase control, and the
specific research gap addressed in this study.

2.1. 6G-V2X Communication and Vehicular Security Require-
ments

Vehicle-to-everything (V2X) communication is expected to be
an important application area for 6G wireless networks be-
cause future intelligent transportation systems require reliable,
low-latency, high-capacity, and adaptive communication links.
Noor-A-Rahim et al. [1] presented a comprehensive overview
of 6G-enabled V2X communication and discussed enabling
technologies, challenges, and opportunities for future vehic-
ular networks. Their study highlighted that connected and
autonomous vehicles require communication architectures ca-
pable of supporting high mobility, strict latency constraints,
and dynamic traffic conditions. Because vehicular messages
are transmitted over open wireless channels, unauthorized re-
ceivers may intercept safety, control, or identity-related infor-
mation. Therefore, physical layer security has become a rele-
vant complementary security mechanism for 6G vehicular com-
munication.

Mitev et al. [2] discussed the role of physical layer security
in 6G systems and explained how wireless-channel character-
istics can be exploited to improve secrecy beyond conventional
cryptographic mechanisms. This direction is particularly rel-
evant to vehicular networks, where low latency and high mo-
bility may limit the exclusive use of upper-layer security tech-
niques. However, applying physical layer security in vehicular
environments remains challenging because the channel state in-
formation becomes rapidly outdated, and the quality difference
between the legitimate and eavesdropping links may change
quickly owing to mobility.

2.2. RIS-Assisted Wireless and Vehicular Communication

RISs have emerged as a promising 6G technology for con-
trolling the wireless propagation environment. Pan et al. [3]
reviewed the principles, applications, and research directions
of RIS-assisted 6G systems. Wu and Zhang [4] developed a
foundational joint active and passive beamforming framework
for RIS-assisted wireless networks and demonstrated that op-
timized RIS phase shifts can improve communication perfor-
mance.

The deployment of RISs is also attractive in vehicular envi-
ronments, where direct communication links may be blocked
by buildings, vehicles, and roadside objects. Zhu et al. [5] sur-
veyed RIS applications in 6G vehicular communications and
identified the potential of RIS for enhancing coverage, miti-
gating blockage, supporting localization, and improving secure
communication. Al-Hilo et al. [16] studied RIS-enabled vehic-
ular communication through joint user scheduling and passive
beamforming, and showed that RIS deployment can improve
communication performance in dynamic vehicular scenarios.
Recent RIS optimization work has also considered phase de-
sign for 6G-oriented wireless systems, although the focus is on
SWIPT rather than vehicular physical-layer security [17]. De-
spite these advances, many RIS-assisted vehicular studies have
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focused mainly on throughput, coverage, scheduling, and re-
source allocation. Secrecy-oriented RIS designs under mobil-
ity, CSI uncertainty, and hardware phase-resolution constraints
remain comparatively less explored.

2.3. RIS-Assisted Physical Layer Security

RIS-assisted physical layer security has been widely investi-
gated because RIS phase control can enhance legitimate links
while reducing signal leakage to eavesdroppers. Yu et al.
[6] proposed a robust and secure IRS-assisted wireless com-
munication framework that jointly optimizes transmit beam-
forming, artificial noise, and IRS phase shifts under imperfect
eavesdropper CSI. Jiang et al. [7] studied IRS-assisted secure
wireless communication with multiple transmitting and receiv-
ing antennas and considered both continuous and discrete IRS
phase shifts. Zhang et al. [8] investigated RIS-aided NOMA 6G
networks and showed that joint beamforming, power allocation,
and artificial noise can improve secrecy performance. Cao et al.
[9] analyzed IRS-aided wireless-powered communication sys-
tems and considered secrecy-related reliability metrics such as
connection outage probability, secrecy outage probability, and
effective secrecy throughput.

Recent surveys further confirm the importance of RIS-
assisted PLS and identify several practical challenges.
Khalid et al. [11] reviewed RIS-based physical layer security
for 6G-IoT systems and discussed issues related to channel
estimation, optimization complexity, and RIS modeling.
Kaur et al. [12] surveyed RIS-assisted physical layer security
for next-generation wireless communications and highlighted
open problems such as channel state information (CSI)
availability, hardware impairments, mobility, multiple eaves-
droppers, and quality-of-service-aware security. Khoshafa et
al. [13] reviewed RIS-assisted PLS in RF and optical wireless
communication systems and emphasized the secrecy perfor-
mance analysis, optimization methods, and implementation
challenges.

2.4. Imperfect CSI, Robust Optimization, and Quantized RIS
Phase Control

Perfect CSI is commonly assumed in many RIS-assisted com-
munication studies; however, this assumption is difficult to sat-
isfy in practical 6G vehicular networks. Owing to high-speed
mobility, the CSI estimation and feedback may become out-
dated before the RIS phase shifts are applied. Shen et al. [10]
studied robust beamforming for IRS-aided secure communica-
tion systems under complete imperfect CSI. Their work con-
sidered uncertainty in both legitimate and eavesdropping chan-
nels and optimized the transmit beamforming with discrete IRS
phase shifts. Yu et al. [6] also considered imperfect CSI in ro-
bust IRS-assisted secure communication. These studies show
that robust optimization can improve the secrecy performance
under channel uncertainty. However, they did not explicitly
address Doppler-induced CSI aging in vehicular networks.
Another practical issue is RIS phase quantization. Ideal
continuous phase shifts are difficult to implement in low-cost
RIS hardware, whereas practical RIS elements usually support
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TABLE 1. Comparison of representative RIS-assisted communication and security studies with the proposed work.

. . Imperfect | Quantized | Mobility/ Main limitation
Reference Main focus System scenario K
CSI RIS Doppler for vehicular PLS
Joint acti d G | RIS-assisted Does not consider
oint active an enera -assiste
Wu and Zhang [4] . . . No No No secrecy, vehicular
passive beamforming wireless network . .
mobility, or CSI aging
- Does not provide a
RIS principles .
Pan et al. [3] o General 6G RIS systems| General General No vehicular PLS
and 6G applications ..
optimization framework
. . . Security optimization under
RIS in 6G vehicular Vehicular L. .
Zhu et al. [5] L o General Limited Yes imperfect CSI and
communication communication L. .
quantization remains open
Robust [RS-assisted It Does not consider
obus -assiste multi-user secure
Yu et al. [6] o . Yes No No vehicular Doppler
secure communication wireless system . .
mobility or quantized RIS
Jiang et al. [7] IRS—assist.ed 'sec'recy—rate MIMO s'ecu're No Yes No No vehicu.lar mobilify
maximization communication or CSI aging analysis
) Does not address
Robust IRS secure Secure wireless .
Shen et al. [10] ) o Yes Yes No Doppler-aware vehicular
beamforming communication
channels
Does not consider imperfect
Patel and Patel [15]|RIS-assisted vehicular PLS| 6G vehicular network No No Yes CSI, CSI delay,
quantized RIS, or SOP
Jointly considers Doppler
DA-RQ-AO for mobility, imperfect CSI,
Proposed work RIS-assisted 6G vehicular network Yes Yes Yes feedback delay,
vehicular PLS quantized RIS, secrecy
rate, SOP, and convergence

finite-resolution phase states such as 1-bit, 2-bit, or 3-bit con-
figurations. Jiang et al. [7] considered discrete IRS phase-shift
design for secure communication, and Shen et al. [10] included
discrete IRS phase control under imperfect CSI. These studies
show that quantized RIS phase design is important for practical
deployment. However, the joint effect of phase quantization,
imperfect CSI, feedback delay, and high-speed Doppler mobil-
ity on the secrecy rate and secrecy outage probability has not
been sufficiently investigated for 6G vehicular PLS.

2.5. Research Gap and Motivation

The existing literature indicates that RIS technology can
improve wireless communication performance and that
RIS-assisted PLS can enhance secrecy in several static or
quasi-static communication scenarios. However, important
limitations remain when these methods are applied to 6G
vehicular networks. First, many RIS-assisted PLS studies
assume static or slowly varying channels, which do not capture
Doppler-induced channel variation in high-mobility vehicular
communication. Second, perfect or nearly perfect CSI is
frequently assumed, although the CSI feedback delay causes
channel aging in practical systems. Third, continuous RIS
phase shifts are often used as an ideal benchmark, whereas
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practical RIS hardware supports only finite-resolution phase
control. Fourth, several studies focus mainly on the average
secrecy rate, whereas the secrecy outage probability is also
needed to evaluate secure communication reliability.

A preliminary conference version of this work [15] intro-
duced an RIS-assisted physical layer security framework for
6G vehicular networks and reported secrecy-rate improvement
through joint transmit beamforming and RIS phase optimiza-
tion. However, that study assumed ideal CSI availability and
did not explicitly address quantized RIS phase shifts, imperfect
CSI, CSI feedback delay, or secrecy outage probability. These
limitations motivate the present study.

Table 1 summarizes representative RIS-assisted communi-
cation and security studies and highlights the specific gap ad-
dressed by the proposed DA-RQ-AO framework.

Based on the above discussion, the main research gap can
be stated as follows: existing RIS-assisted PLS frameworks
have studied several important aspects, such as robust beam-
forming, discrete RIS phase shifts, and secrecy-rate maxi-
mization, but they have not sufficiently integrated Doppler-
induced vehicular channel aging, imperfect and delayed CSI,
passive-Eve bounded uncertainty, finite-resolution RIS phase
control, secrecy outage reliability, convergence behavior, and
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implementation-aware complexity within a single 6G vehicu-
lar security model. This study addresses this gap through the
proposed DA-RQ-AO framework. The contribution is there-
fore positioned as a practical integration and rigorous adapta-
tion of RIS-assisted secrecy optimization to Doppler-aged ve-
hicular channels, rather than as a claim of globally optimal ro-
bust min-max optimization.

3. SYSTEM AND CHANNEL MODEL

This section presents the RIS-assisted secure vehicular com-
munication model considered in this study. The system con-
sists of a multi-antenna legitimate transmitter Alice, a single-
antenna legitimate vehicular receiver Bob, a single-antenna
passive eavesdropper Eve, and a roadside RIS equipped with
N reflecting elements. Alice is equipped with M transmit-
ting antennas and sends confidential information to Bob in the
presence of Eve. The RIS is deployed near the roadside infras-
tructure to assist the wireless propagation link by adjusting the
phase shifts of its reflecting elements.

3.1. Signal Transmission Model

Let s(t) denote the confidential information symbol transmit-
ted by Alice at time ¢, where E{|s(¢)|?} = 1. Alice applies the
transmit beamforming vector w(t) € C**1 and the transmit-
ted signal is expressed as

x(t) = w(t)s(t), @)
subject to the transmit power constraint
[W(t)[1> < Paax- Q)

The direct channels from Alice to Bob and Eve are denoted
by hap(t) € CM*!and hyp(t) € CM*1, respectively. The
Alice-to-RIS channel is denoted as Gr(t) € CV*M. The
RIS-to-Bob and RIS-to-Eve channels are denoted by hpp(t) €
CN*Land hgg(t) € CN*L, respectively.

The RIS phase-shift matrix with b-bit phase resolution is de-
fined as

O, (t) = diag {6j9§b)(t), ejeéb)(t), ce ejeﬁ\?)(t)} ;)

where the unit reflection amplitude is assumed for each RIS
element. For a practical b-bit RIS, the available phase set is as
follows:

q:0,1,...,2b—1}. 4)

Let 6,,(t) denote the continuous phase value prior to quantiza-
tion. The nearest quantized phase index is obtained as follows:

* (1) — ; 30n(t) _ 05"
qn(t) = argqe{oylr?‘l.r,l@_l} ’e el 2 | %)
and the corresponding quantized phase is
2mqr(t
00(t) = T() (6)
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This quantization form maps each continuous phase to the near-
est finite-resolution RIS phase state and avoids ambiguity near
the 0 and 27 phase boundaries.

The equivalent Alice-Bob channel is given by

hg,eff(t) = hi{5(t) + hiip ()4 (t)Gar(t), (7
and the equivalent Alice-Eve channel is
hgeff(t) =h{;(t) + hip(t)O,(t)Gar(1). (3

Both hjj (t) and hi (t) have dimension 1 x M, which is
consistent with the transmit beamforming vector w(t).

The received signals at Bob and Eve are respectively written
as

yp(t) = hp p(t)W(t)s(t) + np(t), ©

and

yp(t) = g ()W(t)s(t) + np(t), (10)
where ng(t) ~ CN(0,0%) and ng(t) ~ CN(0,0%) denote
the additive white Gaussian noise at Bob and Eve, respectively.
Therefore, the instantaneous SNRs are

2
LYSORO]
o) = 2L an
B
and
2
’hE,eff(t)w(t) ‘
ve(t) = 2 . (12)
B

3.2. Rician Vehicular Channel Model

For a generic wireless link between nodes ¢ and j, the large-
scale channel gain is modeled as

dig\ "o
B.y(diy) = fo <d§) , (13)

where d;; is the link distance, dj the reference distance, 3y the
channel gain at dy, and «;; the path-loss exponent.

The corresponding small-scale fading channel is modeled us-
ing Rician fading as

Hi;(t)=/Bij(dij) <1 / Kiil HES (1) + \/ KilerlHZLos(t)) :

(14)
where K;; is the Rician factor, H%j‘-’s(t) the deterministic line-
of-sight component, and H};°°(¢) the non-line-of-sight scat-
tering component. Depending on the considered link, H;;(t)
represents either the channel vector or matrix. This model is
applied to the direct Alice-Bob and Alice-Eve links, Alice-RIS
link, and RIS-Bob/RIS-Eve links.
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3.3. Doppler-Aware Channel Aging Model

Let v denote the relative vehicle speed, f. the carrier frequency,
and c the light speed. The maximum Doppler frequency is ex-
pressed as

fo =L

c

(15)

where v is expressed in m/s when the Doppler frequency is eval-
uated. For a propagation path with angle ) relative to the direc-
tion of motion, the path-dependent Doppler shift is expressed
as

vfe

c

fo() =

cos(1)). (16)

For any time-varying channel X(¢), the channel aging rela-
tion is modeled as follows:

X(t) = px (T)X(t = 7) + /1 = [px (7)"Ex(2),

where X(t) € {hAB(t), hAE(t), hRB(t), hRE(t), GAR(t)}, T
is the CSI feedback delay, and Ex (t) is an independent inno-
vation term with the same dimension as X(¢). Following the
commonly used Doppler/Jakes temporal correlation model for
time-varying wireless channels, the temporal correlation coef-
ficient is modeled as follows:

an

px(T) = Jo(QWfD)XT), (18)

where Jy () is the zeroth-order Bessel function of the first kind,
and fp x denotes the Doppler frequency associated with chan-
nel X(¢) [18]. A larger vehicle speed or feedback delay reduces
the correlation between the available CSI and the actual chan-
nel, causing phase misalignment in RIS-assisted transmission.

In the proposed framework, Doppler information is not used
only as a post-processing parameter. It enters the optimization
pipeline through the temporal correlation coefficient px (7)
in (17), the delayed CSI available for optimization, and the
Doppler-aware uncertainty radius in (29). These quantities af-
fect the robust covariance approximation used in the beamform-
ing update and the delayed effective scalar channels used in
the RIS phase-gradient update. Therefore, the term Doppler-
aware refers to the use of mobility-dependent channel aging and
uncertainty enlargement during the transmit beamforming and
RIS phase-optimization steps.

3.4. Imperfect CSI Model

In practice, the channel used for optimization is an imperfect
estimate of the actual channel used. For any channel X(¢), the
imperfect CSI model is expressed as

X(t) = X(t) + AX(2), (19)
where X(t) is the estimated channel, and AX(t) is the estima-
tion error. In the simulation model, the vectorized estimation
error follows

vec (AX(t)) ~ CN (0,021) . (20)
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For robust optimization, the corresponding bounded uncer-
tainty set is defined as

U ={X(0):X(0) =R()+AX(0), [AX@)]r<ex ), @D

where €x denotes the uncertainty radius. Thus, the Gaussian
error model is used for numerical channel generation, whereas
the bounded set is used in the robust design.

In the considered passive-eavesdropper scenario, Eve does
not actively transmit pilot signals to Alice or to the RIS con-
troller. Therefore, the proposed design does not assume exact
instantaneous Eve CSI obtained from Eve’s pilot transmission.
Instead, the eavesdropping channel used for optimization is
modeled as a nominal or statistical estimate obtained from long-
term channel observations, path-loss information, angular in-
formation, radio-environment knowledge, or location-assisted
side information. The mismatch between this nominal estimate
and the actual passive Eve channel is captured by the uncer-
tainty term Ahg ;(t) and the uncertainty radius e g ().

When reliable nominal information about Eve is limited, the
uncertainty radius can be enlarged to represent a more conser-
vative eavesdropping region. In this case, the Eve SNR upper
bound in (31) acts as a worst-case surrogate within the assumed
bounded uncertainty set. This treatment does not imply that the
exact passive Eve channel is known; rather, it provides a con-
servative design against channel mismatch around the assumed
nominal eavesdropping direction or region. Fully unknown Eve
locations, multiple hidden passive eavesdroppers, or distribu-
tionally robust modeling without nominal Eve-side information
require separate stochastic-geometry or environment-mapping
formulations and are left as future extensions.

Let X, (t) £ X(t — 7) denote the delayed channel estimate
that is available for optimization. The delayed effective esti-
mated Bob channel is then expressed as

Hg,‘r (t) = HEB,T (t) + HgB,’T (t)e)b(t)aAR,T (t)v (22)
and the delayed effective estimated Eve channel is
B (1) = Wp () + Bl (DOu(DGars (). (23)

4. PROBLEM FORMULATION

This section formulates the robust secrecy-rate maximization
problem for the RIS-assisted vehicular physical layer security
system. Based on the signal model in Section 3, the trans-
mit beamforming vector and quantized RIS phase-shift ma-
trix are jointly designed under transmit power, CSI uncer-
tainty, Doppler-induced channel aging, and finite-resolution
RIS phase constraints.

Using the instantaneous SNRs at Bob and Eve in (11) and
(12), the achievable rates of the legitimate and eavesdropping
links are expressed as

Rp(t)=log, (1+v5(t)), REe(t)=log, (1+ve(t)). (24)

Following standard PLS notation [2, 6], the instantaneous se-
crecy rate is defined as

Ri(t) = [Rp(t) — Re(t)]", (25)
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where [z]T =
gives

max(x,0). Substituting the SNR expressions

2
I (tywit)
+ L —

Rs(t) = [IOgQ 1 o2
B

4.1. Robust Secrecy Rate under Imperfect and Delayed CSI

In high-mobility vehicular environments, the channel used for
optimization may differ from the actual channel because of es-
timation error and feedback delay. The effective channels are
represented as

hp eii(t) = hp . (t) + Ahg (1),
R (27)
hE,eff(t) = hE,T(t) + AhE,T (t)v

where h B,r(t)and h E,+(t) denote the delayed effective channel
estimates, and Ahg ,(t) and Ahg . (¢) denote the correspond-
ing uncertainty terms.

The effective uncertainty caused by CSI error and Doppler-
induced channel aging is modeled as

[Ahp - (t)]2 < eB(1), [Ahg - (t)]l2 <er(t), (28)

where the Doppler-aware uncertainty radius is expressed as

)= [20tn (1= InGIF), e (B.B) @)

Here, €;  is the nominal CSI uncertainty level, 7; a scaling fac-
tor associated with the effective channel power, and p;(7) the
Doppler-dependent temporal correlation coefficient.

Using the triangle inequality and Cauchy-Schwarz inequal-
ity, a conservative lower bound for Bob’s SNR can be written
as

(3 w)| - 5w ]

YB(t) = = = (0)

Similarly, a conservative upper bound for Eve’s SNR is given
by

~ 2
[ ow]| + s i)
T (1) = B . 6D
E
The robust secrecy rate is therefore defined as
. +
RY°(t) = [log, (1+75(t) —logy (1 +7E(1)] . (32)

This formulation provides a conservative secrecy-rate mea-
sure under imperfect and delayed CSI.
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It should be noted that the proposed formulation is a
bounded-uncertainty robust surrogate rather than a globally
solved min-max robust optimization problem. The lower
bound for Bob’s SNR and the upper bound for Eve’s SNR are
used to obtain a conservative secrecy-rate objective that can be
handled within the alternating optimization procedure. There-
fore, the term robust in this work refers to robustness-aware
design under bounded CSI uncertainty and Doppler-induced
channel aging, rather than a guarantee of global worst-case
optimality over all possible channel-error realizations.

4.2. Secrecy Outage Probability and Quantized RIS Constraints

For a target secrecy rate Ry, the secrecy outage probability is
defined as

Pow(Ry) =Pr{RX*(t) < R} . (33)
In Monte Carlo simulations, it is estimated as
N 1 <&
Pow(BRin) = I3 ;—:1 1{R"({) < Ra}, (34)

where L is the number of independent channel realizations, and
1{-} is the indicator function.
The RIS reflection vector is defined as

0= [0, 080 O]

Following practical discrete-phase RIS models [7, 10], each
RIS element satisfies the unit-modulus and discrete phase con-
straints

[Pn ()] = 1,

where

o) €Ay, n=12,...,N, (36)

Ay = {ej?b" (37)

q:O,l,...,2b—1}.

4.3. DA-RQ-AO Optimization Problem
The proposed DA-RQ-AO framework aims to maximize the av-
erage robust secrecy rate by jointly optimizing w(t) and @ (t).
The problem is formulated as follows:

Pl: max E{RY(t 38a
wnax {R* (1)} (38a)
st [Wt)[* < P, (38b)
O,(t) = diag (¢ (1)) , (38c)
on(t) €Ay, n=12,...,N, (38d)
[Ahg - (t)]l2 < en(1), (38¢)
[Ahg - (t)]2 < ep(t). (38f)

An outage-aware extension can also be written as
Pout(Bn) < Pyt (39)

where P is the maximum tolerable secrecy outage proba-

bility. In this study, the outage probability is evaluated as a
reliability metric in the numerical results.
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TABLE 2. Main system and channel parameters used in the proposed
DA-RQ-AO model.

Parameter Value/Range
Carrier frequency, fe. 28 GHz
Transmit antennas at Alice, M 4

RIS elements, N

16, 32, 64, 128, 256

Bob and Eve antennas

Single antenna each

Maximum transmit power, Prax 20dBm
Noise power, 0%, 0% —90dBm
Rician factor, K 5dB

Vehicle speed, v

30,60, 90, 120, 150 km/h

CSI error variance, o>

0,0.02, 0.05,0.10, 0.15, 0.20

CSI feedback delay, 7

0,1,2,5,10ms

RIS phase resolution, b

Continuous, 1-bit, 2-bit, 3-bit

Channel model

Rician fading with path loss

Primary performance metric

Average secrecy rate

Reliability metric

Secrecy outage probability

Problem P1 is non-convex because the secrecy-rate objective
contains a difference of logarithmic functions, the active beam-
forming vector and passive RIS phase matrix are coupled in the
effective channels, and the RIS coefficients are constrained to
finite-resolution unit-modulus values. Therefore, a direct ex-
haustive search over all RIS phase states is computationally
expensive for large N. The proposed alternating optimization
approach is developed in Section 5 to obtain a feasible low-
complexity solution. Table 3 summarizes the main optimiza-
tion variables and constraints used in the proposed formulation.

5. PROPOSED DA-RQ-AO ALGORITHM

This section presents the proposed Doppler-Aware Robust
Quantized Alternating Optimization (DA-RQ-AO) algo-
rithm for solving (38). Because the formulated problem is
non-convex, the transmit beamforming vector and the RIS
phase-shift vector are updated in an alternating manner. For
fixed RIS phases, the transmit beamformer is updated using
a robust generalized eigenvector-based solution. For fixed
transmit beamforming, the RIS phase vector is updated using
a projected gradient step followed by finite-resolution phase
quantization.

5.1. Transmit Beamforming Update

For fixed @lgk) , the delayed effective channel estimates of Bob
and Eve at the k-th iteration are expressed as

Y H ~ ~ ~
(b)) =5, + 05,0 Cany  @0)
and
oY H ~ ~ N~
(hg)‘r> = th,r + th,Teék)GARJ~ 41)
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TABLE 3. Optimization variables and constraints in the proposed DA-
RQ-AO formulation.

Item Description
w(t) Transmit beamforming vector at Alice
O (t) Quantized RIS phase-shift matrix
b, (1) RIS reflection coefficient vector
Prax Maximum transmit power constraint
Ay b-bit discrete RIS phase alphabet
es(t),er(t) | Doppler-aware CSI uncertainty radii
R (t) Robust secrecy-rate objective
Pout(Rin) Secrecy outage probability metric

The corresponding robust covariance matrices are approxi-
mated as

. iy Sy \H N2
RY =11, <h§;; (b)) - () 1M> . ()
and
~ ~ H 2
R =) (h2)) +(c0) by @)

where 1 (-) denotes the projection onto the positive semidef-
inite cone. This projection avoids negative eigenvalues in the
conservative legitimate-channel covariance approximation.

The spherical uncertainty model is adopted to obtain a
tractable robust beamforming update using only the uncer-
tainty radius. This model is conservative because it treats
all channel-error directions equally and may overestimate
the uncertainty region when the actual estimation error is
correlated or direction-dependent. =~ However, it remains
useful for a baseline robust design in high-mobility vehicular
scenarios, where the exact channel-error covariance may not
be reliably available. The projection IT (+) is therefore used
as a numerical safeguard to preserve positive semidefinite
covariance behavior after the conservative legitimate-link
covariance approximation.

The transmit beamforming vector is then updated using the
principal, generalized eigenvector as

-1
ur(nlf12< :Vmax{(U%‘I]\/f +PmaxR(Ek)) (0'2BI]W +PmaxR(E§))} ) (44)

where vc{-} denotes the eigenvector corresponding to the
largest eigenvalue. The updated beamformer is normalized to
satisfy the transmit power constraint as follows:

(k)

umax

W = P 0T

Umax

(45)

5.2. RIS Phase-Shift Update

For fixed w(**1), the RIS phase update is derived by express-
ing the effective Bob and Eve received signal components as
explicit functions of the RIS phase vector. Define

k+1) Q

A (46)
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The vector z(* 1) represents the signal incident on the RIS after
transmit beamforming and is used in the derivative of the RIS-
assisted reflected link. Let

dp =hly wttD dp =nl, w47
and define the RIS-reflected coefficient vectors as
qB = EEB,T © zF ), qr = EEE,T @z, 48)

where ® denotes the element-wise product. For ¢,, = e/,
the delayed effective scalar channels after beamforming can be
written as

sp(¢) =dp + qpo, sp(@) =dg +qp¢. (49

Thus, the role of z(*+1) is explicit: it links the Alice-RIS
channel and the current transmit beamformer to the RIS-phase
derivative through qp and qg.

For a given RIS phase vector, define

ap(¢) = ||sp(d)| — W V2|
(50)
ap(¢) = |sp(d)] + w2,
The corresponding robust SNR bounds are
2 2
hig) = B gy - ) (s

For the gradient update, the unclipped robust secrecy surrogate

is used as
rob

R (¢) = logy (1 +75(¢)) — log, (1 + (). (52)
The final secrecy rate is still evaluated using the non-negative
clipping operation, but the smooth surrogate in (52) is used for
the local phase-gradient update.

The derivative of the scalar effective channel with respect to
the n-th RIS phase is

0D jguei®,  ie(BE). ()
a0, ’
Using the identity
3‘81| s 0s;
=R ! i , 54
90, e{|si|89n}’ lsil >0 (>4

the derivatives of the robust SNR bounds can be written as

oyt 2
b :aBRe{

SBJ'qB,neje"}, ap >0, (55

a0, o2 lsg]
and
T I i
= —Re{ = nel’m s 56
aen O_QE € |SE|JQE7 & ( )

When ag = 0, the derivative of vg is set to zero because the
lower-bound term is inactive. In numerical implementation, a
small positive constant may be added to |s;| to avoid division
by zero.
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Applying the chain rule to the difference-of-logarithms ob-
jective gives the phase derivative
RS 1 [ 1

op 1 O

=— — . 57
00,  In2[1++% 80, 1+~ 90, ©7
The continuous phase is then updated using
—rob
g+ = g(k) 4 u("’)%, n=12,...,N, (58

where (%) is the step size of the k-th iteration. The updated
continuous unit-modulus coefficient is

PUHD) — (I8 n=1,2,...,N.

c,n (59)
To satisfy the finite-resolution RIS hardware constraint, each
continuous phase coefficient is first mapped to the nearest ele-

ment in the discrete phase alphabet:

~(k+1)
bn

¢—olHV n=1,2,...,N. (60)

= arg min
PEAL

Because the nearest-neighbor quantization in (60) may re-
duce the robust secrecy-rate surrogate, a simple acceptance

~(k+1
safeguard is used. Let ¢)£ = denote the quantized candidate
obtained from (60). The candidate is accepted only if

— ~(k
7 (¢£ “))

If this condition is not satisfied, the step size u(*) is re-
duced, and the continuous phase update is repeated. If no im-
proving quantized candidate is found after a preset number of
backtracking trials, the previous feasible RIS vector is retained,
ie., qblgkﬂ) = ¢§k3_ This safeguard prevents a decrease in the
retained robust secrecy-rate surrogate during the RIS phase-
update step.

The updated RIS phase-shift matrix is then obtained using
the accepted quantized phase vector as

@l()kJrl) — diag (¢£k+1)> .

>R (). (61)

(62)

5.3. Convergence Criterion and Complexity

After updating w(**+1) and @ékﬂ), the robust secrecy rate is
calculated as

RUEFD — Rrob (w(k-q—l)’ @l()k—&-l)) . (63)
The algorithm stops when
[RE+D - RO <& (64)

or when the maximum number of iterations K, is reached.
Due to the non-convex secrecy-rate objective and finite-
resolution RIS phase quantization, the proposed alternating
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method does not guarantee convergence to the global optimum
or to a stationary point of the original mixed-integer problem.
The acceptance safeguard in (61) only ensures that the retained
quantized RIS phase update does not decrease the evaluated ro-
bust secrecy-rate surrogate for the current beamformer. There-
fore, convergence in this work refers to numerical stabilization
of feasible iterates under the adopted surrogate objective, not to
a proof of global optimality.
The channel coherence time can be approximated as

0.423
T, ~——.
fo

In high-mobility vehicular links, T, decreases as the vehi-
cle speed and carrier frequency increase. Therefore, the nu-
merical iteration count reported in this work should be inter-
preted as algorithmic stabilization behavior under delayed CSI,
rather than as a hardware-level guarantee that all iterations can
be completed within the instantaneous channel coherence time.
Real-time implementation depends on RIS controller latency,
channel-estimation delay, feedback signaling, and processing
hardware. The proposed model accounts for this practical limi-
tation through the feedback delay 7 and the Doppler-dependent
uncertainty radius, while real-time low-latency implementation
is left as a future extension.

The complete procedure is summarized in Table 4.

(65)

TABLE 4. Proposed doppler-aware robust quantized alternating opti-
mization (DA-RQ-AO) algorithm.

Step Operation
Initialize k£ = 0, Kmax, convergence threshold &,
1 RIS phase resolution b, transmit beamformer w(®,
and quantized RIS phase matrix 91(70).
) Compute the Doppler correlation coefficient
and uncertainty radii using (18) and (29).
3 For fixed @g“, compute the delayed effective channel

estimates of Bob and Eve using (40) and (41).
4 Update w'* 1) using (44) and (45).
For fixed w(*t1) | update the continuous
RIS phase vector using (58) and (59).
Project the continuous RIS phase coefficients onto the
b-bit alphabet A, using (60). Accept the quantized
candidate if it satisfies (61); otherwise, reduce the

step size and repeat the RIS phase update. If no
improving candidate is found after backtracking,

retain the previous feasible RIS vector.

Construct @5,’“*” using the accepted quantized phase
vector in (62) and compute RFHD using (63).

If (64) is satisfied or £ = Kmax, stop; otherwise,
set k = k + 1 and repeat Steps 2—8.
9 Output w*, Oy, and R}.

For fixed RIS phases, the beamforming update requires
the eigenvalue decomposition of an M x M matrix, which
has complexity O(M?). For fixed transmit beamforming,
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the RIS phase update is dominated by the computation of
2+ = Gap, Wkt the construction of qp and qg, the
phase-gradient evaluation over N RIS elements, and the finite-
resolution quantization step. The matrix-vector multiplication
for 2 +1) requires O(N M) operations; the element-wise con-
struction of q 5 and q g requires O (V) operations; and the eval-
uation of the phase derivatives for all RIS elements requires
O(N) operations. The nearest-neighbor quantization over the
2" feasible phase states requires O(N2%) operations. If I
denotes the maximum number of backtracking trials used by
the acceptance safeguard, the RIS phase-update complexity is
therefore O (In(NM + N2°)).

O (K (M? + Iy (NM + N2%))). (66)

Since M and b are small in the considered setup, the RIS
update scales approximately linearly with the number of RIS
elements for each accepted gradient step. This revised com-
plexity expression identifies the dominant operations explicitly
and avoids the unsupported O(/N?) approximation.

6. NUMERICAL RESULTS AND DISCUSSION

The numerical evaluation is performed using a Monte Carlo
simulation procedure to account for random channel varia-
tions. Unless otherwise stated, each reported average secrecy
rate (ASR) and secrecy outage probability (SOP) value is ob-
tained over Lyc = 1000 independent channel realizations. For
each realization, the direct Alice-Bob and Alice-Eve channels,
Alice-RIS channel, and RIS-Bob/RIS-Eve channels are gener-
ated using the Rician fading model in (14) with the large-scale
path-loss model in (13). The Doppler-dependent temporal cor-
relation coefficient is then computed using (18), and the de-
layed channel estimates and uncertainty radii are updated ac-
cording to the imperfect and delayed CSI model described in
Section 3. The same set of channel realizations and system
parameters is used for all benchmark schemes to ensure a fair
comparison.

For each Monte Carlo realization, the transmit beamformer
and RIS phase vector are updated until the convergence crite-
rion in (64) is satisfied, or the maximum number of iterations
is reached. The ASR is computed as the sample average of the
achieved robust secrecy-rate values. The SOP is computed us-
ing the empirical outage estimator in (34). For a performance
metric X evaluated over Ly trials, the sample mean and the
corresponding 95% confidence interval can be expressed as

Lyc
_ 1 — Sx
X =— Xy, X +1.96————, 67
Lyc Zzzl ‘ Ve ©

where sx is the sample standard deviation across independent
channel realizations. Plotted curves and summary tables report
the Monte Carlo mean values, while the confidence-interval ex-
pression is provided to clarify the statistical evaluation proce-
dure and support reproducibility.

This section evaluates the proposed DA-RQ-AO scheme us-
ing the system parameters listed in Table 2. The compari-
son includes four benchmark schemes: no-RIS, random RIS,
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Secrecy Rate vs. RIS Elements under Imperfect CSI and 2-bit RIS
T T T
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FIGURE 1. Average secrecy rate versus number of RIS elements under
imperfect CSI, Doppler mobility, and 2-bit RIS phase quantization.

TABLE 5. Benchmark schemes used for performance comparison.

Scheme Description
No-RIS l?irect transmi.ssion
without RIS assistance
Random RIS RIS phases ranc.lomly selected
from the quantized phase set
Q-AO Quantized AO without Doppler-aware
robust compensation
Robust AO Imperfect-CSI-aware A.O without' joint
Doppler-aware quantized updating
Doppler-aware robust quantized AO
Proposed DA-RQ-AO PP . g
under imperfect and delayed CSI

quantized AO (Q-AO), and robust AO, as summarized in Ta-
ble 5. The no-RIS case considers direct transmission with-
out RIS assistance. The random RIS case uses randomly se-
lected phase shifts from a quantized phase set. Q-AO applies
quantized alternating optimization without Doppler-aware ro-
bust compensation, whereas robust AO considers imperfect
CSI without a joint Doppler-aware quantized update. The se-
lected benchmarks provide an ablation-based comparison un-
der a common system model. No-RIS and random RIS quan-
tify the benefit of RIS deployment and optimized phase con-
trol; Q-AO isolates finite-resolution RIS optimization without
Doppler-aware robust compensation; and robust AO evaluates
imperfect-CSI-aware optimization without the joint Doppler-
aware quantized update. SDR-based RIS optimization and
artificial-noise-aided secure transmission are relevant state-of-
the-art directions; however, direct numerical comparison un-
der the present delayed-CSI, Doppler-aged, passive-Eve un-
certainty, and quantized-RIS model would require additional
relaxation/randomization, quantization, or artificial-noise co-
variance design. Therefore, these methods are identified as
future comparative extensions, while the present comparison
uses equivalent baselines sharing the same channel realizations,
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Secrecy Rate vs. Vehicle Speed under Imperfect CSI and 2-bit RIS
T T T
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50 km/h

Average Secrecy Rate (bps/Hz)

f. =28 GHz. P, =20 dBm
2 | N=64,02=0057=2ms
2-bit RIS phase quantization
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FIGURE 2. Average secrecy rate versus vehicle speed under imperfect
CSI, Doppler mobility, and 2-bit RIS phase quantization.

power constraint, delayed-CSI setting, and quantized RIS hard-
ware constraint.

To provide a broader comparison beyond ASR alone, Table 6
summarizes the main benchmark schemes under a common de-
fault setting. The comparison includes average secrecy rate,
secrecy outage probability at Ry, = 3 bps/Hz, and the approxi-
mate number of iterations required to reach a stable secrecy-rate
value. This table complements the individual figures by jointly
reporting average performance, secure-link reliability, and con-
vergence behavior under the same imperfect-CSI, delayed-CSI,
mobility, and 2-bit RIS phase-quantization setting.

The values in Table 6 are evaluated for the common setting
N = 64, v = 90km/h, 02 = 0.05, 7 = 2ms, and 2-bit RIS
phase quantization. The ASR values are consistent with the
phase-resolution and convergence results, while the SOP val-
ues correspond to the outage results at Ry, = 3bps/Hz. The
table indicates that DA-RQ-AO improves the average secrecy
rate and reduces secrecy outage probability compared with
the benchmark schemes under the considered default setting.
The stable iteration count further indicates that the proposed
alternating update reaches a stable feasible solution within a
small number of iterations, although this numerical conver-
gence should not be interpreted as a proof of global optimality
for the non-convex problem.

6.1. Impact of RIS Elements

Figure 1 shows the average secrecy rate versus the number of
RIS elements under imperfect CSI, Doppler mobility, and 2-
bit RIS phase quantization. The secrecy rate increases with
N because a larger RIS provides more reflecting elements to
strengthen the legitimate link and control the leakage toward
Eve. At N = 64, the proposed DA-RQ-AO scheme obtains
5.58 bps/Hz, whereas the no-RIS and random-RIS schemes ob-
tain 2.55 bps/Hz and 3.21 bps/Hz, respectively. This result in-
dicates the benefit of joint transmit beamforming and Doppler-
aware quantized RIS phase control.
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TABLE 6. Multi-metric reliability-oriented performance comparison of benchmark schemes under the default simulation setting.

Scheme ASR | SOP | Stable iter. Comparison with DA-RQ-AO
No-RIS 2.31 | 0.66 - DA-RQ-AO provides 119.5% ASR gain and 72.7% lower SOP.
Random RIS | 2.87 | 0.51 - DA-RQ-AO provides 76.7% ASR gain and 64.7% lower SOP.
Q-AO 4.42 | 0.29 ~ b DA-RQ-AO provides 14.7% ASR gain and 37.9% lower SOP.
Robust AO 4.78 | 0.23 DA-RQ-AO provides 6.1% ASR gain and 21.7% lower SOP.
DA-RQ-AO | 5.07 | 0.18 ~T7 Reference scheme under the default setting.

Secrecy Rate vs. CSI Error Variance under 2-bit RIS

—{— Ideal Continuous AO
6 —¢ QA0 4
==-0--- Robust AO

—@— Proposed DA-RQ-AO

451
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FIGURE 3. Average secrecy rate versus CSI error variance under
Doppler mobility and 2-bit RIS phase quantization.

6.2. Impact of Vehicle Speed

Figure 2 illustrates the average secrecy rate as a function of
the vehicle speed. As the speed increases from 30 km/h to
150km/h, all schemes experience secrecy-rate degradation
because higher mobility increases Doppler-induced channel
variation and reduces the reliability of the available CSI. At
v = 150km/h, the proposed DA-RQ-AO scheme achieves
4.09bps/Hz, compared with 3.31bps/Hz for Q-AO and
3.77 bps/Hz for robust AO. This indicates that Doppler-aware
uncertainty updating helps retain a higher secrecy rate under
the considered mobility conditions.

6.3. Impact of CSI Error Variance

Figure 3 presents the average secrecy rate versus the CSI er-
ror variance. The secrecy rate decreases as o2 increases be-
cause inaccurate CSI causes transmit beamforming mismatch
and RIS phase misalignment. At o2 = 0.10, the proposed DA-
RQ-AO scheme obtains 4.43 bps/Hz, whereas Q-AO obtains
3.63 bps/Hz. This comparison indicates that robust uncertainty
modeling is important when the CSI error level increases.

6.4. Impact of CSI Feedback Delay

Figure 4 shows the impact of the CSI feedback delay on
the average secrecy rate. Increasing the delay from Oms
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Secrecy Rate vs. CSI Feedback Delay under 2-bit RIS
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FIGURE 4. Average secrecy rate versus CSI feedback delay under
Doppler mobility, imperfect CSI, and 2-bit RIS phase quantization.

to 10 ms reduces the secrecy rate because the RIS controller
updates the phase shifts using outdated channel information.
At 7 = 5ms, the proposed DA-RQ-AO scheme achieves
4.03 bps/Hz, compared with approximately 3.20 bps/Hz for Q-
AO and 3.67bps/Hz for robust AO. This result supports the
need to consider CSI aging in high-mobility vehicular links.

6.5. Impact of RIS Phase Resolution

Figure 5 compares the secrecy rate under different RIS phase
resolutions. The continuous phase case yields the highest se-
crecy rate and is used as an ideal benchmark. Among the finite-
resolution cases, 2-bit phase control incurs only 5.94% loss rel-
ative to the continuous-phase benchmark. This indicates that
2-bit RIS phase quantization provides a favorable trade-off be-
tween hardware simplicity and secrecy-rate performance.

6.6. Secrecy Outage Probability

Figure 6 plots the secrecy outage probability versus target se-
crecy rate. As Ry, increases, the outage probability increases
because a higher target secrecy rate is more difficult to satisfy
under imperfect and delayed CSI. At Ry, = 3 bps/Hz, the pro-
posed DA-RQ-AO scheme obtains an SOP of 0.18, compared
with 0.66, 0.51, 0.29, and 0.23 for no-RIS, random RIS, Q-
AO, and robust AO, respectively. This result shows that the
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Impact of RIS Phase Resolution on Secrecy Rate
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FIGURE 5. Average secrecy rate and performance loss versus RIS phase
resolution under Doppler mobility and imperfect CSI.

SOP vs. Target Secrecy Rate under Imperfect CSI and 2-bit RIS
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FIGURE 6. Secrecy outage probability versus target secrecy rate under
Doppler mobility, imperfect CSI, and 2-bit RIS phase quantization.

proposed design improves secure-link reliability in addition to
increasing the average secrecy rate.

6.7. Convergence Analysis

Figure 7 presents the convergence behaviors of the Q-AO, ro-
bust AO, and the proposed DA-RQ-AO algorithm. The secrecy
rate increases during the first few iterations and then reaches
a stable value. The proposed scheme reaches approximately
5.07 bps/Hz within seven iterations, while Q-AO and robust
AO stabilize near 4.42bps/Hz and 4.78 bps/Hz, respectively.
This supports the numerical practicality of the alternating up-
date procedure under the considered RIS-assisted vehicular set-
ting.

Consistent with the convergence discussion in Section 5,
Fig. 7 shows numerical stabilization of feasible iterates, not
global optimality. All schemes are evaluated under the same
default settings, with ASR obtained by Monte Carlo averaging
and SOP computed using (34).
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FIGURE 7. Convergence behavior of Q-AO, robust AO, and the pro-
posed DA-RQ-AO algorithm under Doppler mobility, imperfect CSI,
and 2-bit RIS phase quantization.

6.8. Overall Performance Summary

The results show that RIS deployment, Doppler-aware robust
updating, and low-resolution RIS phase control jointly improve
secure vehicular communication. As summarized in Table 6,
DA-RQ-AO achieves 5.58 bps/Hz at N = 64 and v = 60 km/h,
reduces SOP at Ry, = 3 bps/Hz, and shows only 5.94% loss for
2-bit RIS control relative to continuous-phase operation.

7. CONCLUSION

This study has presented a bounded-uncertainty DA-RQ-AO
framework for RIS-assisted physical layer security in 6G vehic-
ular networks under imperfect and delayed CSI. The framework
jointly considers Doppler-induced channel aging, CSI feedback
delay, passive-Eve uncertainty, and finite-resolution RIS phase
quantization. A robustness-aware secrecy-rate surrogate was
formulated, and an alternating solution was developed using
a conservative beamforming update and an explicitly derived
RIS phase-gradient update with finite-resolution quantization
and an acceptance safeguard.

The numerical results show that DA-RQ-AO improves se-
crecy performance over no-RIS, random-RIS, Q-AO, and ro-
bust AO benchmarks. For N = 64 and v = 60km/h,
it achieves 5.58 bps/Hz, corresponding to 118.8% and 73.8%
gains over no-RIS and random RIS, respectively. The 2-bit
RIS case achieves 5.07 bps/Hz with only 5.94% loss relative
to continuous-phase control, while the default setting gives an
SOP of 0.18 at Ry, = 3bps/Hz and numerical stabilization
within approximately seven iterations.

Overall, DA-RQ-AO provides a feasible design direction
for secure RIS-assisted vehicular communication under mobil-
ity, CSI, and hardware constraints. Future work may consider
multi-user and multi-eavesdropper settings, active eavesdrop-
ping or jamming, ellipsoidal/data-driven uncertainty, real-time
RIS control, and network-level validation.
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